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This is a draft. Feel free to comment on the CCENT Skills Blog post from March 14, 
2011, to help me refine and improve this lab. Thanks, 
Wendell 
 

Lablet: Wireshark 01 
 
This lab is useful any time during your study, but it is particularly useful as you 
work through the concepts in the first part of the book. 
 

1. Web browse to wireshark.org.  
2. Follow the download and install instructions. 

Once installed, start wireshark. The initial screen will look something like this: 
 

 
 
For you can explore all you want, but for the purposes of the early chapters in the 
book, you want to be able to do these tasks:  
 

1. Start a capture of what happens on your Ethernet interface 
2. Stop that capture 
3. Look at the messages sent and received by your computer 
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Now that Wireshark is installed correctly, you should see a list of interfaces on the 
left part of the window. If you do not, there are more installation tasks, and those 
are outside the scope of this lab. However, you should see some Ethernet interface, 
like the “en0” in the interface located on the upper left of the Wireshark window.   

Start the Capture 
 
The next figure shows a zoomed-in section of the upper left part of the main 
window: 
 
 

 
 

1. Start a capture by clicking the interface name, for example, click “en0”. 
 
The next screen, unless you changed some defaults, will now show information 
about the messages sent and received on the interface. For now, just worry about 
stopping the capture.  
 

Stop the Capture 
 

2. To stop the capture, click on the stop capture icon.  
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To do so, refer to the screen image below. On that screen, the stop capture button is 
the 4th icon from the left at the top of the page, with a red X on top of an icon. Or, go 
to the menu item “Capture” at the top, and choose “Stop”. 
 

 
 
Now that you have stopped the capture, take a look at the screen. The top part lists 1 
line per message. The bottom part shows more detail about the currently-selected 
message at the top. 
 

Navigate Between Captured Messages 
 

3. Practice selecting new messages at the top to view different messages that 
were sent/received by your computer.  

 
To do so, point/click any message. Note that each time you click a new line, the color 
changes. Also note that the detail at the bottom of the window, which shows the 
detail in the message you just clicked, also changes each time you select a new 
message. 
 

4. Select another message using the up and down arrow keys, noting how the 
highlight moves each time. 

 
5. Move to the top message in the list by pressing the page up key until you 

reach the top. 
 

Looking More Deeply at the Message Detail Area 
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1. Move between messages at the top until you find a message with a TCP 
header. 

 
For the last part of this lab, keep selecting new messages at the top while watching 
the bottom detailed section. Search for new messages until the more detailed info 
below shows at least four lines that begin as follows: 
 

 Frame 
 Ethernet 
 Internet Protocol 
 Transmission Control Protocol 

 
The following figure shows an example. 

 
2. Find the triangles that expand/contract the details. 

 
Now that you have a message like this highlighted at the top section of the window, 
look at the middle section, as shown above. Note that the lines include triangles on 
the far left. If you click these, the interface expands the view to show more detail. 
Take some time to click the triangles, for the purpose of getting used to expanding 
and contracting to show more and less detail. 
 

3. Find these Details 
 
Finally, expand each section in this middle section, and see how many of the items 
listed in the table that you can find. The images that follow show examples of each. 
 
Section Purpose Can you find the… 
Frame… Summary info Total length 
Ethernet… Ethernet header (not 

trailer) 
Ethernet addresses 

Internet Protocol… IP header IP addresses 
Transmission Control… TCP header Port Numbers 
Hypertext… HTTP header URLs 
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